
Availaible on line at http://www.liforce.usthb.dz

bulletin-liforce@usthb.dz

Bulletin du Laboratoire 04 (2016) 42 - 52

Rotating Disk Cryptosystem: RDC

Sadek BOUROUBI1, Louiza REZKALLAH 2

1 USTHB, Faculty of Mathematics,
P.B. 32 El-Alia, 16111, Bab Ezzouar, Algiers, Algeria.

2 USDB, Faculty of Mathematics,
Route de soumaa BP 270, 09100, Blida, Algeria.

sbouroubi@usthb.dz,
lrezkallah@yahoo.fr

Résumé : Cryptography is a hot and active topic, it plays a crucial role in many
aspects nowadays, from internet banking and e-commerce to email and web-based
business processes. An important area of research today is to test the security of
cryptosystems, a cryptographic system is safe as long as no one could not break it.
Modern cryptographic algorithms are based on mathematicalproblems, known to
be difficult, so breaking the security of a cryptosystem requires the solution of a such
problem, as in the case of RSA [1] which is based on the factorization problem in
number theory. This paper proposes a symmetric-key cryptosystem named Rotating
Disk Cryptosystem and is denoted as RDC used for encryption and decryption of
text as well as images which is based on chaotic function and the factorization
problem.

Mots clés : Rotating Disk, Symmetric-key Cryptosystem, Chaotic function, Linear
Congruential Generator, Factorization Problem.



Rotating Disk Cryptosystem: RDC 43

1 Introduction

In this paper, we propose a symmetric key bloc cryptosystem called Rotating Disk, which is
based on the factorization problem in number theory which isknown difficult. For an inte-
ger over 110 digits, the best known algorithm integer factorization is general number field
sieve (GNFS) was developed by Lenstra et al in 1993 [2], but its complexity is even an sub-
exponential and current heuristic estimates place the complexity of GNFS at:
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64
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3 ).

In [3], L.T. Yang et al present an improved Montgomery block Lanczos method integrated with
parallel GNFS algorithm. This method can find solutions thanthe original method with less
time complexities, but the factorisation problem still a hard task when integers are large.

Modern symmetric block cipher [4], split up the plaintext into blocks, each bloc is combined
with a secret keyK using a functionf . Most cryptanalysis techniques on block ciphers are
based on the fact that it is iterative ciphers such as DES, what if the cryptosystem isn’t an
iterative one? if the bloc’s size is part of the secret key? ifit doesn’t comes to combine plaintext
with a binary string?

In this present paper, we propose a new cryptosystem called RDC (Rotating Disk Cryptosystem)
by showing the key generation, encryption and decryption process and discussing its security.

Throughout this paper, let say Alice is the sender and Bob is the receiver and let denote by|N |2
the binary length of an integerN and byD a disk fractionated intop tracks andq sectors. The
diskD will thus be partitioned intop× q clusters, as shown in Figure 1, forp = 5 andq = 7.

Figure 1:Disk with 35 clusters

This paper is organized as follows. In section 2, we firstly give the general principal of RDC
encryption and decryption algorithms, presented with an illustrative example. Section 3 presents
the security and performance analysis results of the proposed cryptosystem. Section 4 discusses
the key space analysis and the last section concludes this paper.

2 Presentation of Rotating Disk Cryptosystem

The main idea of RDC consists to write the binary plaintext ina disk using a maskS which will
be presented bellow. In this section, we describe the key generation, encryption and decryption
algorithms.
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2.1 The key generation

The proposed cryptosystem use a diskD and a maskS for encryption and description. The
maskS is a disk (with the same parameters thanD) which have a unique perforated clus-
ter in each track; in other wordsS can be viewed as a sequence of integers denoted byS =
{X1, X2, . . . , Xp}, whereX1 is the indice of the perforated cluster starting from the angle 0 in
the first track,X2 the indice of the perforated cluster in the second track and so on.

Due to its attractive proprieties, chaotic systems becomesan active research area in cryptog-
raphy. These chaotic systems are characterized by their high sensitivity to initial conditions
and some properties like ergodicity and random behaviors. In this paper an algorithm using a
chaotic function is developed to generate the mask’s sequence. Take as an example the Linear
Congruential Generator (LCG) suggested by D.H. Lehmer in 1949 [7] and defined by Equation
(2.1):

Xn+1 = aXn + b (mod m), (2.1)

whereX0 = b anda, b,m are given.

Obviously, the stochastic quality of the generated sample is influenced by the parameters [5].
In our case, as1 ≤ Xi ≤ q, we setm = q. The period of a general LCG is at mostq. Further-
more, as every term depends completely on the precedent, if anumber appears a second time,
all terms that follow will be reproduced. For this reason, webring a slight modification on the
generator LCG by replacing the parameterb by the first prime number which succeed it, using
the MillerâRabin test [6], each time a number is repeated, which we denote LCGM. Figure 2,
shows an example of computed sequences, for the same parametersa = 3, b = 4 andq = 7,
using respectively the general LCG and the LCGModified.

Figure 2: Samples generated by LCG and LCGM

As we can see, the right sample in Figure 2 is more irregular and not periodic comparing to the
one in the left, thus a secret key for the RDC will be the disk’sparametersp andq (two large
prime numbers) and LCGM parametersa andb. The generation of the mask is described in
Algorithm 1.

Figure 3 shows the maskS = {4, 8, 6, 7, 1, 6, 9} generated by LCGM for the Disk7×11, when
a = 5 and b = 3.
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Figure 3: Mask generated by LCGM

Let us remark that the mask generated by the general LCG for the same parameters isS =
{4, 8, 6, 7, 1, 4, 8}.

Algorithm 1 Mask generation algorithm
Input: a, b, p, q,
Output: S = {X1, X2, . . . , Xp},
Begin
X1 := b+ 1,
For i := 2 to p
/* NextPrime(b) returns the first prime number succeedingb, */
If aXi−1 + b (mod q) ∈ S Then b := NextPrime(b),
Xi := aXi−1 + b (mod q),
Xi := Xi + 1,
EndFor
Return S = {X1, X2, . . . , Xp}.
End

2.2 Encryption and decryption processes

At the beginning, the message is converted using the ASCII code, and split up into blocks of
n = p× q bits,M = M1M2...Mk.

2.2.1 Encryption

Encryption algorithm, described in Algorithm 2, needs as input data the key and a messageM
(ASCII format); and returns a ciphertextC = (C1, C2, . . . , Cl) with Ci ∈ N and |Ci|2 = m,
wherem can be for example 32, 64 or 128 and so on . Thep first bits of the message are written
in the holes of the mask, starting with the first track, the second and so on until exhaustion of
all tracks. When thep first bits are placed, we turn the mask around its center by an angle
α = 2π/q in the trigonometric direction, which allows to placep new bits of the plaintext. We
repeat the two steps with the plaintext bits until compleat on. We add nulls in empty clusters if
they exist. To obtain the ciphertext, we read the bits in eachsector from inside to outside from
the angle0 in the clockwise direction until reaching the angle2π. The resulting binary string is
split up intol blocs ofm bits and converted to an integerCi. If the length of the last bloc is less
thanm we complete it randomly to reach the length expected.
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2.2.2 Decryption
Note that decryption algorithm, described in Algorithm 3, uses the same steps, but in the inverse
order. The receiver, having the secret keyp, q and the LCGM parameters, must at the beginning
generate the mask using algorithm 1 and convert the ciphertext Ci to binary string. He writes
the obtained binary string bit by bit in the disk sectors starting from the angle0 in the clockwise
direction. Then, he puts the mask on the disk, he reads the bits in the holes of the maskS
from the angle0 starting with the first track and then the second, until exhaustion of all tracks.
Then he turns the disk around its center by an angleα = 2π/q in the trigonometric direction.
He reads the followingp bits in the same way as explained above and gets finally the binary
plaintext which is converted into string using ASCII code.

Algorithm 2 : Encryption algorithm
Input: M = M1M2...Mk, p, q, a, b;
Output: C = (C1, C2, . . . , Cl);
Begin
1: Consider the first blocM1 of lengthn = p× q.
2: Generate themask using Algorithm 1.
3: Take a new disk (empty).
4: Write the bits of the current bloc in the holes of themask.
5: Turn themask in the trigonometric direction with an angleα = 2π/q.
6: Repeat steps4 and5 until completion of the current bloc bits.
7: Read the disk bits in sectors from the angle0 in the clockwise direction and then store it.
8: Consider the next bloc and go to step3.
9: Consider binary strings stored in step7, concatenate it, add nulls if necessary.
10: Split up the resulting string intol blocs ofm bits, then convert each bloc into an integer
C1, C2, . . . , Cl.
11: ReturnC = (C1, C2, . . . , Cl).
End.

Algorithm 3 : Decryption algorithm
Input: C = (C1, C2, . . . , Cl), p, q, a, b;
Output: M = M1M2 . . .Mk;
Begin
1: Consider the concatenated binary string corresponding to the value of all integers
C1, C2, . . . , Cl .
2: Split up the obtained binary string intok intermediate blocsI1, I2, . . . , Ik of p× q bits.
3: Initialize j = 1 and generate themask using Algorithm 1.
4: ConsiderIj
5: Take a new disk (empty).
6: Write the bits of the current bloc in the disk’s sector fromthe angle0 in the clockwise
direction.
7: Put themask.
8: Read the bits in the holes of the mask and store it.
9: Turn the disk in the trigonometric direction.
10: Repeat steps8 and9 until the blockIj is completed.
11: Let beMj the binary strings stored in step8.
12: j := j + 1 and go step5.
End.
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Note that all algorithm used above run in timeO(n).

2.3 A small illustrative example

Alice wants to send the secret message "DISK" to Bob which is given in binary ASCII code as "01000100
01001001 01010011 01001011".

Suppose that Alice shared with Bob the keyp = 5, q = 7, a = 5 andb = 3, then using the LCGM
generator, the mask will beS = {4, 5, 3, 7, 6}, which means that from the first track she chooses the
fourth cluster, from the second she chooses the fifth clusterand so on. So, she starts the encryption using
the generated key and turn the disk as described in the section above. The encryption steps are shown
bellow:
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Alice adds nulls (the bits in red010), she obtains the encryption disk:
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Figure 4: Encryption disk
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Finally, she reads the bits in the last disk sectors, starting from the angle0 in the clockwise direction as
shown in Figure 5 bellow:
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Figure 5: Reading disk

Alice obtains the binary string 10101001101111001010100001000100000, she adds nulls (in red) 10101
00110111100101010000100010000010110111101000100001111010101in order to get two blocs of 32
bits. The resulting binary string splitting up into two blocs of 32 bits are then converted to integers
C1 = 2929502276, C2 = 385106901 and send it to Bob.

When Bob receives the ciphertextC = {2929502276, 385106901}, he converts integers to binary and
write it bit by bit in the disk sectors starting from the angle0 in the clockwise direction (same way in
Figure 5), the residue of the binary string will be ignored, because its size is not a multiple ofp×q = 35.
Bob have also to generate the mask using the secrete keyp = 5, q = 7, a = 5 andb = 3, then he puts
the mask on the disk and reads the bits in the holes as shown in Figure 6, turn the disk around its center
in the trigonometric direction, read the followingp bits and so on.

Finally, Bob gets the binary string 01000100010010010101001101001011010, which corresponds to the
word "DISK" in ASCII code and of course the three last bits will be ignored (nulls).
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Figure 6: Decryption disk

3 Security and performance analysis

The security of digital images attracts much attention recently, since the special and reliable security
in storage and transmission of digital images is needed in many applications, such as military image
communications, medical imaging systems, etc. In this partof the paper experiments are made to verify
the performance of the cryptosystem and to discuss the security analysis on the image data encryption
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such as statistical analysis, key space analysis etc, in order to prove that the proposed algorithm is efficient
and secure against the most common attacks.

3.1 Statistical analysis

Image data have high correlations among adjacent pixels which forme an understandable information.
A good cryptographic algorithm should reduce this information by decreasing the correlation among the
pixels. The proposed algorithm scrambles the pixels of the image by changing the pixel values of the
resultant image. In the following paragraph, we discuss in detail the functions of different units used in
the proposed algorithm.

Histogram analysis is used to illustrate the confusion and diffusion degree of the encryption algorithm.

We have analyzed the histograms of about dozen encrypted images and their corresponding plain images
with different contents and sizes. One example of histogramanalysis for well known popular image
âPeppersâ is shown in Figure 8. Histograms of red, blue and green channels of original image are shown
in Frames (a), (b) and (c) respectively. In Frames (d), (e) and (f) are shown respectively, the histograms
of red, blue and green channels of the obtained encrypted image, using the keyp = 101, q = 103, a = 2
andb = 3, which generate the chaotic Mask:

S = {3, 9, 21, 45, 93, 86, 72, 44, 91, 82, 64, 28, 59, 18, 39, 81, 62, 24, 51, 2, 7, 17, 37, 77, 54, 8, 19, 41, 85,
70, 40, 83, 66, 32, 67, 34, 71, 42, 87, 74, 48, 99, 98, 96, 92, 84, 68, 36, 75, 50, 0, 5, 15, 35, 77, 58, 20, 47,
101, 7, 25, 61, 30, 73, 56, 22, 57, 28, 75, 70, 60, 46, 20, 77, 88, 11, 63, 66, 76, 102, 57, 72, 5, 81, 27, 24, 24,
28, 42, 78, 51, 100, 95, 87, 75, 53, 13, 50, 25, 84, 101},

which is illustrated bellow:

Figure 7: Mask generated by LCGM

Comparing the histograms of plain images and encrypted images, we can see that histograms of en-
crypted images are very close to uniform distribution, significantly different from that of the original
image and contain no resemblance to the original image. Hence, the encrypted image does not provide
any clue to employ any statistical attack on the proposed image encryption scheme, which makes statisti-
cal attacks difficult. This is consistent with the perfect security defined by Shannon [8] and the proposed
encryption scheme resists against the known-plaintext attack.
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Original image (a) (b) (c)

Encrypted image (d) (e) (f)

Figure 8. Peppers and its histograms

Let c(i, j) andp(i, j) be the color level of the pixels at theith row andjth column of am×n cipher and
plain image, respectively. The MAE (Mean Absolute Error) between these two images is defined by:

MAE =

∑

i,j

|c (i, j) − p (i, j)|

m× n
·

The NPCR (Number of Pixels Change Rate) can be defined by [9]:

NPCR =

∑

i,j

d (i, j)

m× n
,

where

d (i, j) =

{

1 if c(i, j) 6= p(i, j),

0 else.

The entropyH(m) of a message sourcem can be measured by:

H(m) = −

M
∑

i=1

p(mi) log2 p(mi),

whereM is the total number of symbolsmi ∈ m; p(mi) represents the probability of occurrence of
symbolmi and log denotes the base 2 logarithm so that the entropy is expressed in bits. So, for a random
source emitting 256 symbols, its entropy isH(m) = 8 bits, which means that the cipher-images are
close to a random source and the proposed algorithm is secureagainst the entropy attack.
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In addition we have also analyzed the correlation coefficient between cipher and plain image, which is:

ρ =
Cov(c, p)

σc × σp
·

The test result on different image for different parametersis defined in Table 1.

Name of image Pepper Baboon Airplane House Tree
Disk parameters

(p, q) (127, 137) (1009, 769) (101, 109) (37, 29) (1458, 1545)

LCGM parameters
(a, b) (2, 3) (4, 13) (7, 11) (5, 8) (6, 9)

MAE 49.23 55.11 64.92 48.52 88.157
NPCR 0.995 0.998 0.995 0.995 0.997
H 7.992 7.982 7.961 7.980 6.467
ρ 0.018 −0.044 0.009 0.020 0.00032

Table 1. Tests on different color images

4 Key space analysis

The proposed cryptosystem is different from the general scheme of symmetric key bloc cipher. The size
of the block to be encrypted is kept secret and no attack on thekey, as the differential cryptanalysis, can
be possible except the brute force attack since the key is nota binary string combined to the plaintext.
Therefore, the security of the cryptosystem relies on the size of the key space and mainly attributed to the
difficulty of the factorization problem. In practice, we uselarge prime numbers, then the choice ofp and
q may be done using methods cited in [1]. Thus, a person who intercepts the ciphertext(C1, C2, . . . , Cl)
and wants to find the plaintext using brute-force attack should determines = 1,m− 1, the number of
nulls added, then must findk, the number of disks used in the encryption step, and he needsto partition
the numberm× l − s, which is equal tok × p× q. He still has to face another difficulty, since he must
find the positions of thep holes amongpq possibilities which is sufficiently large for resisting allpresent
kinds of brute-force attack.

5 Conclusion

In this paper we have presented a symmetric cryptosystem based on the factorization problem named
Rotating Disk Cryptosystem. The idea is to partition the disk into p tracks andq sectors, wherep
andq are two large prime numbers and using chaotic function to generate the maskâs sequence. We
have described the cryptosystem in two steps, encryption and decryption followed by a small illustrative
example, the quality of the security and performance are proved using images.
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